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Overview

When using LegacyFlo to migrate data from active mailboxes, Teams or OneDrive on M365, you will need access
to the relevant Graph API.

This document gives the steps to get secure access to the API and register the credentials with LegacyFlo.

Step 1: Application registration on Azure

Login to your LegacyFlo/Vaultastic Open Store account.
Login to Microsoft 365 in the same browser as the LegacyFlo/Vaultastic Open Store Login.
Navigate to Cloud computing services (https://azure.microsoft.com/en-in/).

Http link: https://azure.microsoft.com/en-in/

(a) Select App registrations Azure service.
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Welcome to Azure!

Don't have a subscription? Check out the following options.
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(a) Click on New registration.

icrosoft Azur £ Search resources, services, and docs (G+/)

Home >

App registrations < - X

New registration @ Endpoints 2 Troubleshooting (D Refresh & Download [ Preview features & Got feedback?
|

st June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer
provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

O Start typing a display name or application (client) ID to filter these .. +v Add filters

5 applications found

Display name * Application (client) ID Createdon )  Certificates & secrets

(a) Provide a name for the new registration.

[V A VTl ° Search resources, senvices, and docs (G+/)

Home > App registrations >

Register an application X

* Name

The user-facing display name for this application (this can be changed later)

legacyflo_app ~ _ d

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (Mithi Software Pvt Ltd only - Single tenant)mmm b

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts fe.g. Skype, Xbox)
(O Personal Microsoft accounts only

Help me choose

Redirect URI (optional)

By proceeding, you agree to the Microsoft Platform Policies o7

(b) Select the "Accounts in this organizational directory only" in Supported account types.

Scroll down till you see the Redirect URI section
(c) Select Web as the platform
(d) Enter "https://integrations.legacyflo.com/legacyflo/m365apiregistration” as the Redirect URI

(e) Click on Register.
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Home > App registrations >

Register an application X

Supperted account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Mithi Software Pvt Ltd only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose

Redirect URI (optional)

We'll return the authentication respanse to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

[ web ] [ https: legacyflo.com/legacyfio jstrat ) — d

F an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

By proceeding, you adree to the Microsoft Platform Policies 7

- €

(a) Re-select the App registrations Azure service.

Welcome to Azure!

Don't have a subscription? Check out the following options

»

Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get $200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services with Azure Active Directory. for Teaching after you verify your academic status.

Azure services

2 —
, # B -
Createa Azure Active  Subscriptions App App Services Al resources Quickstart Virtual Storage More services
resource Directory registrations Center machines accounts

(a) You will see your app on the list. Click on the Display name
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Home >

App registrations < - X
New registration &P Endpoints 2 Troubleshooting () Refresh & Download [ Preview features 27 Got feedback?

X
@ Starting June 30th, 2020 we will o longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security updates but we will no longer

provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

All applications ~ Owned applications  Deleted applications

 Start typing a display name or application (client) ID to filter these r F Add filters

8 applications found

Display name 3 Application (client) ID Createdon "y Certificates & secrets
legacyflo_app HER a 5a3d7805-8aa9-4782-a5f5-1b79c280e794 1171772022

(a) Copy the Application (client) ID. This will be required when registering the API with LegacyFlo.
(b) Copy the Directory (tenant) ID. This will be required when registering the API with LegacyFlo

Save the ids in a note pad on your machine

Home > App registrations >

B legacyflo_app # - X

¢ Dekte @ tndpoints 9 Prview features

B Overview
A Essentials

& Quickstart
Display name legacyflo app Client credentials : Add a certificate or secret
#" Integration assistant
a W Application (client) ID 5a3d7805-8aa9-4782-a5f5-1b79c280e734 Redirect URIs : Add a Redirect URI
Manage Object ID ea73439f-eal2-4068-bebe-1f9afebcd>03 Application ID URI : Add an Application 1D URI
B Branding & properties mmDirectory (tenant) ID be7dbif8-1500-41bd-941c-b363c16b0a8 Managed application in |... : legacyflo_app

3 Authentication Supported account types : My organization only

Certificates & secrets @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical -
. support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microseft Authentication Library (MSAL) and Microsoft
Token configuration i (o S e " e = A=

5 API permissions

@ Expose an API Get Started  Documentation

App roles
2 Owners Build your application with the Microsoft identity platform

. Roles and administrators
“ The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You

B Manifest can create modern, standards-based authentication solutions, access and protect APls, and add sign-in for your users and
customers.  Lear more !

(a) For your newly registered application, select Certificates & secrets.
(b) In Client secrets, click on New client secret.

(c) Add a Description (legacyflo_app_key).

(d) Specify the Expires value.

(e) Click Add.

www.mithi.com



Microsoft Azure P Search resources, services, and docs (G+/)

Home > App registrations > legacyflo_app Add a client secret %
legacyflo_app | Certificates & secrets =

Description C il egacyfio_app_key ]
= Expires d - R 6 months M
Manage
- Credentials enable confidential applications to identify themselves to the authenticatio
&= Branding & properties scheme). For a higher level of assurance, we recommend using a certificate (instead of

3 Authentication

Certificates & secrets m d
@ ~pplication registration certificates, secrets and federated credentials can be found in

{l! Token configuration

o ARl
permissions Certificates (0)  Client secrets (0)  Federated credentials (0)
@ Expose an API e
A secret string that the application uses to prove its identity when requesting a token
B App roles

£ Owners b B New client secret
&b Roles and administrators Description Expires Value &
I Manifest

No client secrets have been created for this application.
Support + Troubleshooting

£ Troubleshaoting

e Add

& New support request

(a) Copy the Value to the notepad in which you have copied the application and directory ids. This will be
required when registering the API with LegacyFlo

osoft Azure P Search resources, services, and docs (G+/)

Home > App registrations > legacyflo_app

legacyflo_app | Certificates & secrets 2 - X

B Overview

X
& Quickstart @ cota second to give us some feedback? =
# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
B Branding & properties
X

D Authentication @ spplication registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates & secrets
Il Token configuration Certificates (0)  Client secrets (1) Federated credentials (0)

> " N .
APl permissions A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

@ Expose an API

. Mew client secret
i App roles

& Owners Description Value © Secret ID

- BZ- . _6e8c-472-985a- n
& Roles and administrators legacyflo_app_key 5/17/2023 £0F8Q~mk JozyVaGZIYQdONyTotf8-BZ 1 11c2edad-6e8c-4721-985a-8bfdd8eaBB5 1
Bl Manifest a

(a) In the Manage menu for the registered app, select APl permissions.
(b) Click on Add a permission.

(c) Select Microsoft Graph.
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P Search resources, services, and docs (G+/)

Home > App registrations > legacyflo_app Request API permissions 3
- legacyflo_app | APl permissions %

Select an API

s ) Refresh &' Got feedback?

B Overview
Commonly used Microsoft APls

& Quickstart

@ The "Admin consent required” colu

# Integration assistant value in your organization, or in org Microsoft Graph
/ ‘\ Take advantage of the tremendous amaunt of data in Office 365, Enterprise Mobility + Security, and Windows 10
Manage Configured permissions c L ’ Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
9 P ‘A single endpoint
B Branding & properties Applications are authorized to call APls

D Authentication all the permissions the application need

Certificates & secrets b M Add a permission +/ Grant adr o )
" : Azure Communication () Aaure Rights Management Is Azure Service Management
IlI" Token configuration API/ Permissions name 1 Services B services
Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
- APl permissions = g ~ Microsoft Graph (1) the same secure CPaas platform used protected content functionality available through
by Microsoft Teams the Azure portal
@ Expose an API UserRead t

B App roles

&2 Owners To view and manage consented permist — e Storage Data Export Service for #% Dynamics 365 Business
= Micresoft Dynamics 365 W& central
i Roles and administrators Secure, massively scalable object and Export data from Microsoft Dynamics Programmatic access to data and
Manifest data lake storage for unstructured and CRM organization to an external functionality in Dynamics 365 Business
B Manifest semi-structured data destination Central

The API permissions required will depend on the data which you wish to copy to a Vaultastic Store. Add the
Application and Delegated Permissions as required depending on the data to be access.

a. Select the Application and Delegated Permission Type
b. Add the permissions as given in the table.
c. Select all the check boxes in the list below

d. Click Add permissions when all required permissions have been added.

Permission
Data Permissions Sample Screen Shot

Type

5 Seorch oreces senicesnd docs 61

[e—— Request API permissions

User.Read.All o egacyloamp | AP pemissons #
Mail.ReadWrite.Shared e R
Mailbox Delegated Mail.Send.Shared

email

offline_access

R s [WETETD
260 Request API permissions x

ome > Appr
o legacyflo_app | API permissions 4
Whatpe o does yoursppcation eie?

B © O en | R ot

Files.ReadWrite.All

OneDrive Delegated

offline_access
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Permission

Data Permissions Sample Screen Shot
Type

Distribution N — T 2
Group.Read.All > allscopstesting | APl permisions #

List

Members Group.ReadWrite.All

Application

(required Directory.Read.All

by

scheduler)
User.Read.All =
Chat.Read.All ks |-
Team.ReadBasic.All

Teams Application
ChannelMessage.Read.All
Sites.Read.All

Sharepoint ~ Application Sites.Read.All

M al|bOX ;} legacyflo_app | API permissions 7 Reduest APLpermissions

(for legacy IMAP.AccessAsUser.All —T

method Delegated offline_access

using

IMAP)

(a) Select "Grant admin consent for <Account Name>"

(b) On the Grant admin consent confirmation box, select Yes.
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Home > App registrations > legacyflo_app

- legacyflo_app | APl permissions & - X
‘,’-'J Search ‘ « ‘C_:" Refresh sz Got feedback?
# Overview . . .
Grant admin consent confirmation.
Quickstart Do you want to grant consent for the requested permissions for all accounts in Mithi Software Pvt Ltd? This will update any existing admin consent records this application
. already has to match what is listed below.
#  Integration assistant
D mimr

Manage

Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
2 Authentication all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets t Add a permission I’ Grant admin consent for Mithi Software Pvt Ltd
m
Ii" Token configuration APl / Permissions nam a Type Description Admin consent requ... Status

9 APl permissions ~ Microsoft Graph (3)

& Expose an API IMAP AccessAsUser All Delegated  Read and write access to mailboxes via IMAP. No
BL Approles offline_access Delegated  Maintain access to data you have given it access to No
& Owners User Read Delegated  Sign in and read user profile No

ks Roles and administrators

Bl Manifest To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

Step 2: Register the Graph API credentials with LegacyFlo

1. Navigate to the LegacyFlo/Vaultastic Open Store tab
2. From the menu on the left side, click on the Integrations menu
3. On the pop-up menuy, select Microsoft 365 Integrations
1. If you have an access key for the mailboxes, select Outlook (API).
2. If you have an access key for OneDrive, select OneDrive
3. If you have access key for Teams, select Teams
4. If you have access for Sharepoint, select Sharepoint
4. To register the access key for a new domain, click on the + sign next to Register Key for the domain
1. Enter the domain name for which the key is to be registered
2. Enter the Client ID, Tenant ID and Secret Value as recorded from the steps above
5. If you are registering access for Outlook (IMAP), Outlook (API) or OneDrive
1. Click on Generate Code
2. The system will open up a new tab with a URL of the form
"https://integrations.legacyflo.com/legacyflo/m365apiregistration.”
3. Navigate to this tab. You will see two controls on the page. By clicking on Show Code, you can view
the code generated. Click on Copy Code to copy the code.
4. Navigate back to the original dialog and Paste the code in the Paste Code box. Click on Save.
5. The APl is now registered with LegacyFlo.
6. The next step will be to allow the API to access content of the mailboxes or drives as mentioned
here. This has to be done for every user whose data needs to be accessed.
7. Close the dialog box.

6. To update the key for a domain, click on the edit icon next to the domain name and enter the credentials as
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